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Abstract : This article will look at the available tools and their problems in determining the unauthorized modification of 

multimedia data. The article analyzes Fourier transform and statistical models as one of the most used techniques for detecting 
manipulation in multimedia documents. Using the Fourier transform, the process of determining the frequency spectrum of 

data and its variations is shown, as well as analyzing images and videos using statistical methods. The article also addresses 

the major challenges faced in multimedia data analysis, including tool analysis regarding large data volumes and improved 

analysis performance. To ensure the effectiveness of the analysis, innovative approaches and methods are considered, which 

makes it possible to develop more effective and quick methods for determining unauthorized modification of multimedia 

materials. 
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1 Introduction 

 
Today there's high security, multimedia data stored in the original form of carrying various hardware-and 

software and the use of a local network, or other network servers equipped with glabal kiberxavsizlik kriminalist is 

one of the main goals of development of tools and digital. The field of multimedia and digital forensic 

Kiberxavsizlik the exchange of information in the network accepted without change in the process provide 
taalofatlarsiz national safe to be delivered, to identify unauthorized changes to the implementation of strives. 

Countries and glabal in order to ensure the security of multimedia data multimedia data in a local network of the 

implementation of projects to identify unauthorized change has developed innovative solutions that enable. 
In the world of technical systems, software and computer efficient using of multimedia data from the device 

to create a system that allows you to analyze and detect unauthorized changes to the enforcement conducts research 

focused. Using this unconventional method of multimedia information identify unauthorized change and new 
approaches and algorithms associated with development of measures to see the reason. Of the country and prevent 

unauthorized changes to ensure the enforcement of the security of multimedia information to a secure network to 

create a network which does not allow the change of information in the open while the method of enforcement of 

the unauthorized change detection algorithm and tools for multimedia data to the creation as one of the important 
issues is being looked at.  

According to the analysis on social networks as of 2020, there has been an increase in crimes using video 

editing and deepfake technologies, unauthorized image editing and cybercrime as a result of the rise of deepfake 
technologies during 2021, and crimes on PDF document manipulation and image editing in 2022 have 

increased(figure 1). 
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Figure 1.  The dynamics of the development of multimedia data kiberhujum diaogarammasi made to 

crime. 

From the diogram, it can be seen that by 2023, the number of cybercriminals and cybercriminals committed 
through the internet has increased significantly, with fraud associated mainly with hazardous materials. In 2024, 

the number of digital crimes has continued to grow, including editing digital files, images and videos, and the 

number of cyber attacks has increased 
Multimedia data — this different types of information (text, picture, audio, video, etc.) are combined and 

mutually adapted form. This data without involving one or a few factors are produced and are used, for example, to 

increase the chances of receiving the information of the user that information to better understand or to make a 

presentation. 
Our multimedia content widely in our daily life, the internet, television programs, interactive media and 

mobile apps frequently occurs. It can be in a different form and format, each of them has specific characteristics. 

 

II. Fourier transform identify unauthorized change of information on the basis of the implementation of 

multimedia projects 

Fourier transform transform (FT) of the image signal or frequency is used mainly in the analysis of the 
content. Fourier transform any signal or to the frequency domain allows you to transfer the image from the domain 

of time or space. Using this method, unauthorized modifications, for example, manipulate, or as steps in filtrasiya 

can be detected. 

Fourier transform transform x(t) of the signal in the frequency domain, the following formula is used: 

 

(

1) 

Here: 
x(t) — signal or image time (or space) in the domain of the expression 

X(f) — signal in the frequency domain or the image of the expression, 

f — frequency 

t — time, 

  — unit complex    √   . 
Fourier transform frequency of abnormal signal detected in reorganizations unauthorized checked in using 

the content. If the original file is to manipulate you, its seems to be changes in the frequency spectrum[1]. 
When manipulating an image, such as cutting or adding an additional object, New frequency components 

may appear in its Fourier transform spectrum. By analyzing these changes, it is possible to determine the 

manipulation. 
If the signal is manipulated, changes can be observed in its frequency spectrum (i.e., X(f)) [2]. Abnormal 

frequency composition refers to basically the following conditions: 

1. The appearance of new frequency components: new frequency components as a result of 

unauthorized modifications (new frequency) can be added to the spectrum of the signal. 
2. The change of the frequency spectrum: to manipulate the frequency spectrum of the signal will 

change. For example, the image cut to a process to add or manipulate others in the spectrum of visible leaves scars. 

The frequency content of the signal Manipulyatsiyalangan to check Fourier transform spectrum of the signal 
is obtained and checked looking at him through abnormal changes. The main steps are the following: 
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1. Fourier transform transfer through the signal to the frequency domain: the frequency 

spectrum of the signal to calculate using the Fourier transform transform X(f) to 2.10-is found by the expression. 
2. The analysis of the spectrum: the spectrum of each frequency component in the signal f is in the 

phase of analysis and for amplituda. Usually, amplituda spectrum X(f) is characterized in view of, because of the 

frequency components of this signal shows power or energy. 
3. Normallashtirilgan will of the frequency spectrum: the analysis of the normal condition of the 

signal, its frequency spectrum can determine the natural distribution. Manipulate the if signal, if it seems abnormal 

changes in the spectrum normallashtirilgan. 

4. Abnormal identify the components: Signal to determine new frequency components to 
manipulate that arise as a result, you need to track uncertain or unexpected changes in the spectrum. For example, if 

the object is made to add or false if the signal to cut in, new peers or the appearance of high frequency components 

in the spectrum can be. 
5. Using statistical tests analysis of the spectrum: the spectrum of the uncertainty in the 

determination of statistical methods are also used. For example, the dispersion of the spectrum or the correlation 

function of the signal may determine that by checking to make and manipulate. 
New frequency components appear in the spectrum as a result manipulate, this change can be expressed in 

the following mathematical form. Assume, do not manipulate the original signal x(t) and its Fourier transform X(f) 

is there. To manipulate the signal ẋ~(t) that we can. Through its Fourier transform spectrum will be as follows: 

     ∫ ẋ(t)      t t

  

  

 
(2
) 

You  ( ) and X(f) the potential for comparing, manipulate due to appear toe'present abnormal frequency 

content as follows is determined: 

  ( )           ( ) (

3) 

If   ( ) if there are unexpected or unknown components in the spectrum of the signal that is to manipulate 

you. Such components is different from the original frequency content of the signal[3]. 
The process of checking the abnormal frequency content in a signal using the Fourier Transform is based on 

the transition of the signal from a time domain to a frequency domain and the analysis of its spectrum. As a result 

of manipulation, new frequency components can appear in the spectrum. These changes can be determined by 
mathematical calculation, for example, using the comparison of X(f) and  ( ). 

Discrete Fourier transform (DFT) is used in digital signal and image analysis. DFT is actually a digital 

version of the signal's transition from a time or space domain to a frequency domain. DFT is used in the analysis of 

many multimedia files. 
The digital image signal or the bootkit 4-according to the expression is determined. 

 

(

4) 

Here: 

   — image in the domain of time or space or the signal values, 

   — components in the frequency domain, 
N — length discrete signal expansions for eigenvalues. 

New components may appear in the spectrum of the image manipulated using DFT, which is used to detect 

manipulation[4]. 
Determine the change in the implementation of the multimedia information from the statistical model, the 

probability and the statistical analysis method is applied. In this method, the properties of the original signal or 

image (e.g., a spread of colors, tissue) are described by the statistical model, and then how to manipulate as a result 
of the change of this feature is checked. Also, as a result of the changes in these properties will determine 

manipulate. 

III. Unauthorized change of information on the basis of statistical models to identify the 

implementation of multimedia projects 
The characteristics of the image signal of the image or statistical models are used. These features, for 

example, a spread of colors, tissue, characterized by statistical parameters such as the associated mutual 

information of pixels. Basic statistical methods, for example, the probability of spread, kovariatsiya, dispersion, and 
central moment analysis. 
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Spread the colors of the image, in the image expresses the probability distribution of the color value of every 

pixel. The colors R, Gand B (red, green, and blue) components is divided into. Manipulate the image so you can 
change the color to the spread of the distribution of colors is used for statistical analysis to identify changes in[5]. 

Using the modeling of probability distribution is the color of the image or other features. Assume the 

distribution of colors in the image p(x) is characterized in view of, so the x of the image of the color component 
(e.g., R, G, or B) represents: 

p(x)=p(x=x) (

5) 

You manipulate the image does not spread its colours p(x) can change. To manipulate the color distribution 
of the image of p'(x) is characterized by. The difference fountains colors spread 6-the expression may be 

determined according to: 

 p(x) p'(x)−p(x) (
6) 

Here  p(x) means to manipulate arising as a result of change. 

Texture (textures) repetitiv structures in the image represents, for example, superficial structures, spread 
colors, and other features. Tissue analysis of many statistical methods, for example, Co-occurrence matrix (to 

appear together matrisa of), Holiday transform, and gabo filters are used. 

The Co-occurrence matrix in tissue modeling using image can. This matrisa of neighboring pixels with each 

pixel of the image is a measure that depends on the interaction[6]. For example, p(i,j) the value of any color in the 
image i and j of the components likely to appear together in the means(7-expression). 

        (             )  (

7) 
If you was to manipulate the image, the co-occurrence matrix, the value will change. Manipulate the 

following as a result of changes by the expression, you can check: 

 p(i, ) p'(i, )−p(i, ) (
8) 

The statistical moment (for example, the first and second moment) correlation can analyze the specific 

features of using and image. This method is useful in determining changes in the texture of the image. Manipulate 

the tissue as a result of the change of image, this moment correlation and changes in value are also observed. 
The change of the probability distribution of multimedia information in determining the implementation of 

the method of comparison is used. Thus, the probability of the distribution of the image of the original image and to 

manipulate, you need to measure the difference between. 
The Chi-square test is used to test the similarity of two probability distributions[7]. The difference between 

the color distribution of the image p(x) and p'(x) can be calculated using the 9th expression. 

   ∑
             

    
 

  (

9) 

If    is large, then there may be manipulation in the image. This test measures the difference between the 

probability distributions of the original image and the manipulated image. The main methods of statistical analysis 
and the probability and statistical methods used in determining manipulation are presented in the table below. 

Table 1. 

Basic methods of statistical analysis and probability and statistical methods used in determining 

manipulation 

The method of  

analysis of 
Feature Detection method 

to spread the color of 
the color components of 

the distribution 
p(x) and p'(x) the difference 

between 

Co-occurrence 

matrix 
and bind their tissue 

p(i,j) and p'(i,j) is the difference 

between 

Haar transform/ 
Gabor filter 

the size of the structure of 
the tissue 

the tissue changes in 

Chi-square test 
would check that the 

distribution of 
   calculate the value of 

 

When determining the modification of multimedia data using statistical models, probability distributions, 

texture models and statistical tests are used. Color scattering and texture analysis play an important role in 
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determining how the manipulated image has changed with respect to its original properties. Probabilistic techniques 

such as the Chi-square test, on the other hand, are effectively used to statistically verify the existence of 
manipulation. 

Using a markov chain model of the image unauthorized reorganizations in the analysis of the tissue can be 

detected. The status of the markov chain of the tissues each image if appropriate, the value of each pixel is 
determined based on the previous value. 

The transition probability for the markov chain is also given in the following form: 

            
                 

               
  

(

10) 

Here: 

            — i-th pixel from the i+1 -th pixel is likely to pass, 

   and      — pixels are not compatible. 
If manipulyatsiyalangan markov chain model in the image, chances are that you can change the sequence. 

Conclusion 

Advanced technologies in the fields of cybersecurity and digital forensics are becoming important in our 

time to combat new and complex threats. With the development of the Internet and digital technologies, problems 
such as cybersecurity and cybersecurity are expanding further. In solving these problems, the effectiveness of 

multimedia data analysis, signal analysis and manipulative detection methods deserves special attention.  In the 

field of digital criminalism, many advanced algorithms and methodologies are being developed to detect changes 
and analyze image manipulation. Mathematical techniques such as Fourier transform, Haar transform, and Gabor 

filters are used to detect manipulations in images and videos. Statistical analysis tools such as probability 

distributions, color distribution, and co-occurrence matrix also play an important role in determining changes in 

image and video materials. At the same time, the detection of manipulations carried out through social networks 
and digital documents has a huge impact on the future development of cybersecurity and forensic analysis. Using 

advanced mathematical techniques such as the Markov chain, discrete Fourier transform, crime detection and 

security enforcement processes are more efficient by analyzing images and videos. 
In general, the development of digital forensics and cybersecurity, with the help of network tools and 

innovative solutions, provides significant achievements in combating threats in the digital environment. Their 

effective application provides new opportunities in the identification of cybercrime and manipulation to help shape 
best security practices. 

Reference 

 

1. V. Oppenheim, r. w. Schafer, "Discrete-time signal to your process," Boston, Massachusetts, USA, 2010, ISBN: 

978-0131988421, 45-96-page. 

2. P. L. Wei, H. H. Li," Multimedia steganography and its analysis", China, 2020, 30-45-page. 

3. John G. Proakis, Dimitris G. Manolakis, "Digital signal Process: Principles, algorithms and Application", India, 

2014, ISBN: 978-0133750366, 200-300-page. 

4. Sanjar Sharma, "Digital signal process've Theo and practice", new Delhi, India, 2014, ISBN: 978-1107067345, 

161-218-page. 

5. Saeed V. Vaseghi, S. Xi, Is your process and advanced digital signal noise reduction, Beijing, China, 2011, 

ISBN: 978-0470661380, 45-88-page. 

6. Rafael C. Gonzalez, richard e. Woods, digital image Process, Boston, 2017, ISBN: 978-0133356724, 155-244-

page.  

7. R. K. S. Kamaraju, S. S. Prabhakar," detection and mitigation of steganographic attacks", India, 2022, 210-225-

page. 

 

 


